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Abstract

The development of digital technology has driven significant transformation in healthcare
services, one of which is through the implementation of telemedicine between healthcare
facilities. Telemedicine provides easy access to medical services, especially in remote areas,
by utilizing information technology for consultation, diagnosis, and clinical data exchange.
This study aims to analyze and examine legal regulations regarding personal data protection
and the responsibility of telemedicine providers in protecting patients' personal data. The
research method used is a normative legal research method, also known as doctrinal legal
research or dogmatic legal research. This study focuses on written regulations, so it is closely
related to a literature study. The results of the study confirm that to ensure that personal data
is managed very carefully and cautiously by telemedicine service providers, more serious
sanctions can be considered in this case, namely criminal liability for telemedicine service
providers as controllers of personal data in the event that personal data is distributed illegally
from management activities carried out using Hans Kelsen's legal liability theory, which
states "Failure to exercise the care required by law is called negligence, and negligence is
usually considered
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Introduction

Several data breaches at healthcare facilities, including government servers, indicate
weaknesses in the security systems used or human error, such as misdirected emails or
security misconfigurations, that open up opportunities for hackers. Between November 1,
2020, and October 31, 2021, at least 5,212 data breaches were identified across various
industries within a year. The healthcare industry accounted for 571 of these breaches. This
figure places the healthcare industry as the third most vulnerable sector to data breaches. The
string of patient data breaches at hospitals and healthcare providers demonstrates the
extremely weak data security protections in Indonesia. Yet, patient data security is an
absolute requirement for the government and healthcare providers.' Therefore, this study aims
to examine the legal regulations and responsibilities of telemedicine providers in protecting
patient personal data.

Research Methodology

The research method used is the normative legal research method, which is often also
referred to by other terms, namely doctrinal legal research or dogmatic legal research. This
research is only aimed at written regulations, so the research is closely related to library
research. Research sources are in the form of legal materials, namely materials traced to legal
sources (formal) with the aim of being used to analyze applicable law, which consists of
primary legal materials, secondary legal materials, and tertiary legal materials.

Discussion
3.1.Legal regulations regarding the protection of personal data in the implementation of
telemedicine in Indonesia

In order to increase the capacity and resilience of Health within the framework of
Health transformation to achieve the highest level of public health improvement, Health
Efforts, Health Resources, and Health management are carried out which are supported by
strengthening regulations with the enactment of Law Number 17 of 2023 concerning Health.
In Article 549 paragraph (1) of Government Regulation (PP) Number 28 of 2024 concerning
Implementing Regulations of Law Number 17 of 2023 concerning Health, the
Implementation of Health Efforts can utilize information and communication technology with
the aim of expanding access and improving the quality of Health Services. The use of
information and communication technology as referred to in Article 549 paragraph (1) can be
implemented through Telehealth and Telemedicine. Telehealth consists of providing clinical
services and non-clinical services while the provision of clinical services is carried out
through Telemedicine. Every Health Service Facility that provides Health Services through
information and communication technology is required to implement data security standards
and electronic systems in accordance with the provisions of laws and regulations.>

3.2. Responsibility of telemedicine providers in protecting patient personal data

Law of the Republic of Indonesia Number 20 of 2022 concerning Personal Data
Protection regulates legal accountability for personal data protection by imposing
administrative and criminal sanctions for violations of personal data protection. However, law
enforcement in the field remains weak, as evidenced by news reports. To date, no parties have
been criminally charged for violations of personal data protection. Furthermore, an
independent and operational data protection oversight body has not been established,
resulting in no institution having full authority to audit, verify, or take action against
violations that occur in the implementation of personal data protection, including in
telemedicine services. This situation still creates the potential for leaks of personal data
originating from healthcare services, including telemedicine, as existing regulations regarding
the personal data protection system in the management of telemedicine services are not yet
optimal. The consequences of administrative and criminal sanctions in Law of the Republic
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of Indonesia Number 20 of 2022 concerning Personal Data Protection are not yet optimal
enough to create general deterrence for others from committing violations of the law, as the
relative theory emphasizes that the purpose of criminal law is to prevent crime.’

Conclusion

To ensure that personal data management is carried out with great care and caution by
telemedicine service providers, it is possible to consider the application of more serious
sanctions, in this case criminal liability, against the telemedicine service provider as the
controller of personal data in the event that personal data is distributed illegally from
management activities carried out using the legal liability theory approach from Hans Kelsen,
which states that "Failure to exercise the care required by law is called negligence, and
negligence is usually seen as another type of error (culpa).”
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