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Abstract

The development of digital technology has encouraged people to switch to electronic payment
systems, one of which is through QRIS (Quick Response Code Indonesian Standard) developed
by Bank Indonesia. However, behind this convenience there is a potential breach of consumer
personal data that can occur due to weak supervision and understanding of users. This article
examines how the legal protection of personal data in electronic transactions using QRIS is
regulated in Indonesia, including challenges and solutions to ensure users' rights. The research
method used is normative juridical with a legislative approach and a conceptual approach. This
study found that although there are legal tools such as the Personal Data Protection Law, ITE
Law, and regulations from Bank Indonesia, their implementation is still not optimal due to weak
supervision and lack of digital literacy. Therefore, it is necessary to strengthen derivative
regulations, public socialization, and stricter technical supervision of payment system service
providers.
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Introduction

The advancement of information and communication technology has brought
significant changes to various aspects of human life, including the economic and financial
sectors. Digital transformation has encouraged the emergence of innovations in payment
systems aimed at improving efficiency, speed, and convenience in transactions[1]. One of
Indonesia’s key innovations is the implementation of the Quick Response Code Indonesian
Standard (QRIS), developed by Bank Indonesia as a standardized QR-based payment system.
Since its launch on August 17, 2019, and nationwide implementation on January 1, 2020, QRIS
has become a major instrument in supporting the National Non-Cash Movement (Gerakan
Nasional Non-Tunai or GNNT) and expanding financial inclusion. QRIS is designed to
integrate various Payment System Service Providers (PJSPs), allowing transactions across
different platforms through a single QR code. This innovation provides convenience and
efficiency for users, particularly for Micro, Small, and Medium Enterprises (MSMEs) that
increasingly participate in the digital economy ecosystem[2].

However, behind these conveniences lies a significant challenge concerning personal
data protection. Each transaction through QRIS involves personal information such as names,
phone numbers, locations, and account numbers, which can be misused if not properly
managed. This issue has become increasingly relevant as Indonesia ranks among the top five
countries with the highest number of personal data breaches globally, according to research by
Surfshark[3]. The main contributing factors include weak supervision and low digital literacy
among the public. In the context of digital payment systems, the misuse of personal data may
occur when user data is collected, stored, or processed by PJSPs or third parties without the
explicit consent of the data owner. Such practices clearly violate citizens’ constitutional rights
as guaranteed by Article 28G paragraph (1) of the 1945 Constitution of the Republic of
Indonesia, which ensures protection of personal privacy and data security[4].

In response to the growing threat to privacy, the Indonesian government enacted Law
No. 27 of 2022 on Personal Data Protection (PDP Law). This regulation serves as the first
comprehensive legal framework governing data subject rights, data controller obligations, and
administrative as well as criminal sanctions for personal data violations[5]. Alongside the PDP
Law, Law No. 11 of 2008 on Electronic Information and Transactions (EIT Law) and several
Bank Indonesia regulations also provide legal provisions for digital payment security.
Nevertheless, the implementation of legal protection for personal data in QRIS transactions still
faces several obstacles, including weak supervision, regulatory overlaps, and low legal
awareness among both service providers and users.

Based on these issues, this study aims to analyze the legal protection mechanisms for
personal data in electronic transactions using QRIS and to examine the responsibility of
payment system service providers in safeguarding user data. Furthermore, this research seeks
to formulate legal solutions that can ensure optimal protection for QRIS users. The study is
expected to contribute to strengthening regulatory frameworks, enhancing oversight
effectiveness, and promoting public legal literacy in the use of digital payment systems.
Ultimately, this will help maintain public trust in Indonesia’s digital financial ecosystem and
support the realization of a secure, transparent, and equitable financial transformation.

Literature Review

The development of digital technology has transformed the paradigm of global
economic transactions, including in Indonesia. In the legal context, this transformation demands
regulatory updates that ensure the protection of personal data as part of fundamental human
rights. Article 28G paragraph (1) of the 1945 Constitution of the Republic of Indonesia
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guarantees every individual the right to personal protection, including the security of personal
data in digital environments. Therefore, legal protection of personal data is not merely a
technical necessity but a constitutional imperative[6].

The legal framework underlying this study consists of several key instruments. First,
Law No. 27 of 2022 on Personal Data Protection (PDP Law) serves as the primary legal basis
governing data subject rights, data controller and processor obligations, as well as
administrative and criminal sanctions for violations. Second, Law No. 11 of 2008 on Electronic
Information and Transactions (EIT Law) and its derivatives provide legal recognition for
electronic transactions and establish the responsibility of electronic system providers in
safeguarding user data. Third, Bank Indonesia Regulation No. 23/6/PBI/2021 on Payment
System Operations regulates the security, interoperability, and integrity of digital payment
systems, including QRIS[7].

In addition to the legal framework, this study employs a conceptual approach, drawing
upon the theories of legal protection and legal liability. According to Philipus M. Hadjon, legal
protection aims to safeguard the rights of legal subjects from arbitrary actions, whether by the
state or other powerful entities[8]. In this context, the protection of personal data must guarantee
the individual’s right to privacy, security, and control over the use of their data. Meanwhile,
legal liability theory emphasizes that any party committing a violation or negligence in fulfilling
its obligations must bear legal consequences, including compensation, administrative sanctions,
or criminal penalties[9].

Thus, this literature review serves as a theoretical foundation to analyze how existing
legal mechanisms provide protection for users’ personal data in electronic transactions using
QRIS, and how payment system service providers are held accountable for ensuring the security
and integrity of user information.

Research Methodology

This study employs a normative juridical research method with both a statutory
approach and a conceptual approach[10]. This method was chosen because the research
problem is closely related to the analysis of existing legal norms in Indonesia and the underlying
legal principles governing personal data protection in electronic transactions[11].

The statutory approach is applied to examine various laws and regulations related to
personal data protection and electronic payment systems, including Law No. 27 of 2022 on
Personal Data Protection (PDP Law), Law No. 11 of 2008 on Electronic Information and
Transactions (EIT Law) and its amendments, as well as Bank Indonesia Regulations governing
QRIS-based payment systems. These instruments are analyzed to assess how far the existing
legal framework provides adequate protection for users’ personal data in digital transactions.

The conceptual approach is used to explore the fundamental concepts of legal protection
and legal liability within the digital transaction context. This approach enables the research to
go beyond written norms and examine the underlying values, principles, and legal theories that
inform the development of relevant legislation.

The data used in this research are secondary data, obtained through library research
comprising primary, secondary, and tertiary legal materials. Primary legal materials include
laws and regulations; secondary materials consist of books, scholarly journals, and previous
studies; and tertiary materials include legal dictionaries, encyclopedias, and credible online
sources.

The data analysis employs a descriptive-analytical method, which involves describing
and interpreting the applicable laws while assessing their practical implementation in QRIS
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usage. Through this analysis, the study aims to provide a comprehensive understanding of the
legal protection mechanisms for personal data in electronic transactions using QRIS and to
propose relevant and applicable legal solutions to strengthen data protection systems in
Indonesia.

Results

4.1 Legal Protection and the Responsibility of Payment System Service Providers
(PJSPs) in Electronic Transactions Using QRIS

Legal protection of personal data in electronic transactions using QRIS is rooted in the
constitutional right to privacy, as guaranteed by Article 28G paragraph (1) of the 1945
Constitution of Indonesia. In practice, this protection is implemented through legal instruments
such as Law No. 27 of 2022 on Personal Data Protection (PDP Law), Law No. 11 of 2008 on
Electronic Information and Transactions (EIT Law), and Bank Indonesia Regulation No.
23/6/PB1/2021 on Payment System Operations[12].

The PDP Law emphasizes that all data processing must comply with principles of
lawfulness, transparency, purpose limitation, and accountability. In the QRIS context, Payment
System Service Providers (PJSPs) act as data controllers responsible for collecting, storing, and
processing user information[13]. They must obtain explicit consent from data subjects and
maintain the integrity and security of user data to prevent misuse or unauthorized access[14].
However, findings indicate that implementation remains suboptimal. Challenges include:

e  Weak regulatory supervision of PJSP compliance with data protection standards;

o Lack of integrated technical guidelines on data protection in digital payment services;
and

o Low user awareness of their data rights, leading to passive acceptance of data processing
without explicit consent.

These gaps increase the risk of personal data misuse for commercial purposes or data
breaches caused by inadequate system security[15]. Therefore, PJSPs bear legal responsibility
not only for maintaining technical safeguards but also for implementing due diligence and
transparency in data management].

From a legal perspective, PJSP responsibilities can be categorized as:
1. Preventive responsibility, ensuring system security from the design stage (security by
design);
2. Repressive responsibility, providing notification and compensation to users in case of
data breaches; and
3. Administrative and criminal liability, when negligence or misuse occurs as stipulated in
Articles 58—62 of the PDP Law.
Thus, effective legal protection of personal data in QRIS transactions depends on both
robust regulatory mechanisms and strict compliance by PJSPs under continuous supervision by
authorities.
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4.2  Legal Solutions to Address Personal Data Breaches in QRIS Transactions

Personal data breaches in QRIS transactions pose significant threats, including loss of
public trust and potential financial harm to users. Therefore, legal solutions must encompass
preventive, corrective, and educational strategies to ensure comprehensive protection. From a
preventive standpoint, the government must develop implementing regulations under the PDP
Law that specifically address data protection within financial technology services, including
QRIS. These should define minimum security standards, mandatory audit mechanisms, and
clear incident reporting procedures for PJSPs[17].

From a corrective standpoint, regulatory oversight by Bank Indonesia and the Financial
Services Authority (OJK) should be strengthened through more rigorous enforcement and
sanctions for non-compliance. Legal enforcement must involve coordinated actions between
supervisory bodies, law enforcement agencies, and data protection authorities to ensure
administrative and criminal accountability.

From an educational perspective, improving public digital literacy is essential. Users
must be aware of their data rights and how to safeguard their personal information when using
digital payment systems. Public awareness campaigns, cybersecurity training, and legal
education initiatives are vital to empowering consumers|[18].

By implementing these strategies, Indonesia can build a safer and more trustworthy
digital payment environment where QRIS operates not only as an efficient financial tool but
also as a system that upholds the highest standards of personal data protection.

Conclusion

Based on the analysis, it can be concluded that legal protection of personal data in
electronic transactions using QRIS is a fundamental aspect of the state’s obligation to uphold
citizens’ constitutional rights to privacy and data security. Although Indonesia has established
legal instruments such as Law No. 27 of 2022 on Personal Data Protection (PDP Law), Law
No. 11 of 2008 on Electronic Information and Transactions (EIT Law), and Bank Indonesia
Regulation No. 23/6/PB1/2021 on Payment System Operations, their implementation remains
suboptimal in practice.

Payment System Service Providers (PJSPs), as data controllers, bear legal responsibility
for ensuring the confidentiality, integrity, and security of users’ personal data. However, weak
oversight, the absence of specific technical guidelines, and low levels of legal and digital
literacy among users have hindered effective protection. The PJSPs’ legal responsibilities
include preventive duties (preventing data breaches), repressive duties (managing incidents and
providing compensation), and administrative or criminal liabilities for negligence or data
misuse.

Thus, the effectiveness of legal protection for personal data in QRIS transactions
depends not only on the existence of regulations but also on consistent law enforcement, active
supervision by authorities, and increased public awareness regarding data privacy in digital
payment systems.
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